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ABSTRACT
Virtualization technology has gained significant adoption
in various domains as a means to lower costs and enable
greener solutions. Recently, there has been a significant
amount of interest in employing virtualization technology
in the telecommunications domain in order to save costs
through server consolidation and to provide energy-efficient
solutions. The availability of high-end multi-core servers
provides powerful platforms for deployment. However, the
telecommunications domain poses unique challenges for vir-
tualization technology to be successfully deployed even in
these compute-rich multi-core environments. This work dis-
cusses these challenges. It provides a detailed analysis of the
performance implications of hosting enterprise IP telephony
infrastructure in virtualized environments. Unlike signal-
ing applications that are comparatively more tolerant of un-
derlying platform performance, media applications are far
more demanding. Our work, therefore, focuses on the per-
formance of media applications (media server, voice-mail,
etc.) in virtualized environments. We develop a model for
workloads used in enterprise IP telephony. We then evalu-
ate the impact of various hypervisor scheduler and I/O pa-
rameters in order to determine good parameter settings for
such workloads. Our experiments use the Xen virtualization
platform. The results presented in this work will be useful
for telecommunication solution providers to understand the
capabilities and limitations of virtual environments when
deploying their applications.

Keywords: Virtualization; Xen; Enterprise telephony work-
loads; Server consolidation; Virtualization overheads

1. INTRODUCTION
Recent developments and optimizations in virtualization tech-
nology [1, 2, 3, 4, 5] have led to its widespread adoption.
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Virtualization has already become ubiquitous in data cen-
ters for the consolidation of multiple servers on a single plat-
form. For the general class of applications, virtualization has
effectively helped reduce costs, space and power. Different
market segments are now seriously evaluating the use of vir-
tualization to host their infrastructure and solutions. As
virtualization becomes ubiquitous, it is important to eval-
uate how the technology can be utilized in multiple seg-
ments and domains. Recently, telecommunication solution
providers have been looking closely at virtualization technol-
ogy. Enterprise IP telephony applications (especially media-
based applications) pose unique challenges to virtualization
technology due to their near real-time performance require-
ments. Virtualization technology has improved in terms of
performance in the last few years but still faces significant
performance challenges when it comes to real-time applica-
tions. Therefore, it is important to measure and analyze
the performance implications of hosting such applications in
virtualized environments. Our work examines the demands
of enterprise IP telephony workloads and measures perfor-
mance overheads of virtualizing such applications.

Even though significant amount of effort has been dedicated
to optimizing the performance of virtual environments [6, 7,
8], I/O virtualization still remains an area that poses chal-
lenges to the adoption of the technology in certain domains,
like enterprise telephony. The key factors affecting the per-
formance of enterprise telephony workloads are scheduling
and network I/O performance. For specific domains and ap-
plications like web hosting, email, java, and bulk data trans-
fers, researchers have characterized the corresponding work-
loads and their performance evaluation has helped identify
challenges and possible solutions for these domains. These
studies are summarized below. However, the practical im-
pact of virtualization on the real-time requirements of enter-
prise telephony have not been well-studied. We study this
aspect for the first time here. Understanding how real-
time applications, that otherwise work adequately in a non-
virtualized environment, behave in a virtualized deployment
is critical to the adoption of virtualization for enterprise IP
telephony. Our work presents insights into the behavior of
such applications and provides results that will be useful to
telecommunication solution providers.

Apparao et al. [6] studied the performance of a server con-
solidation benchmark (specifically, the java, web and mail



benchmarks) on a multi-core platform running the Xen vir-
tual environment [9]. They looked at the architectural char-
acteristics such as CPI (cycles per instruction) and L2 cache
misses per instruction and analyzed the benefits of larger
caches for these benchmarks. Menon et al. [7] built a frame-
work for monitoring called xenoprof, and using this frame-
work identified that the network performance of a para-
virtualized Linux VM running under Xen was significantly
lower when compared to the native Linux execution per-
formance. Zhang et al. [10] observed that system perfor-
mance bottlenecks in hardware-assisted virtualized environ-
ment are mainly introduced by memory and I/O virtual-
ization overheads. Several past papers [8, 11, 12, 13] have
addressed the problems of network I/O virtualization. The
approach taken by Menon et al. [8] optimizes the I/O chan-
nel between the driver domain and guest domains and uti-
lizes high-level network offload features present in modern
network cards. Their optimizations improved the receive
performance but it still did not match the native Linux per-
formance. Oi et al. [12] analyzed and improved network
throughput of a Xen virtualized system with schemes like
Large Receive Offload in the virtual interfaces for packets
with 4KB MTU. The work by Santos et al. [14] on improv-
ing network I/O performance uses Netperf [15] as the work-
load generator and studies the impact of their optimizations
on large packets. All the above research efforts have been
targeted at optimizing network I/O throughput for sending
large sized packets over the network. Media streams in IP
telephony are usually small UDP packets (about 172 bytes
of UDP payload) which arrive at constant intervals. Op-
timizations for such traffic have not really been the focus
of any of the research efforts listed above. In the area of
hardware transport technology, NetXen [16], Crossbow [17],
and Intel VMDq [18] are trying to address the network I/O
virtualization performance issues by having virtualization-
aware ethernet NICs with multiple Rx/Tx device queues to
offload network I/O data processing from the VMM soft-
ware to the hardware. There has also been recent work on
improving other aspects of virtualized I/O performance [19,
20]. Recently the Xen development community has intro-
duced stub-domains [21] which aim at overcoming the prob-
lems in hardware-assisted VMs (HVMs) that arise due to
Dom0 being a bottleneck for I/O intensive environments.
However, the above work is relatively new and the technol-
ogy has not been fully adopted into mainstream hardware
products, and hence its applicability to the performance of
current products is limited.

Besides the I/O path, another key parameter that impacts
the performance of media in telephony applications is the
hypervisor scheduler. Research efforts such as [22, 23, 24]
study the impact of VM scheduling on I/O virtualization
performance and highlight the need for improved scheduling
techniques that help I/O bound VMs while maintaining fair-
ness. This research on new scheduling techniques is useful
for future products, however, it does not address the current
needs of vendors who have to deploy real-time applications
on existing virtual environments and understand how their
applications will behave in these environments.

As discussed above, there is a gap in understanding how the
enterprise IP telephony vendors can deploy their products on
existing virtual infrastructures and what impact the infras-

tructure has on the product performance. This work aims
to address that need. We model the characteristics of en-
terprise telephony workloads, and using this model evaluate
the behavior of enterprise telephony applications (specifi-
cally the media server application) deployed in virtual en-
vironments. We believe that the enterprise telephony sig-
naling server workloads are characterized fairly closely by
workloads similar to medium intensity I/O applications like
the web server. Such workloads have been extensively stud-
ied [6, 8] and will not be the focus of the current work.
Virtualization of servers processing media traffic is an area
that is ill-explored and the strict real-time demands of such
workloads make their deployment on a virtualized platform
a major challenge. We characterize the behavior of media-
based telephony applications and using this model, we ex-
plore various scheduler and I/O configurations suited for
such workloads and provide detailed results of our inves-
tigation. We also present a number of optimizations to help
improve performance of such media-processing applications.
Our experiments were done using the Xen virtualization
platform [9]. The results of our experimentation will be
useful to telecommunication providers who are considering
virtualization technology to host their applications.

The rest of the paper is organized as follows: Section 2
gives some background on virtualization and in particular
discusses the Xen virtual machine architecture. Section 3
introduces the basics of enterprise IP telephony applications
and their requirements. Section 4 defines the model for the
workloads used in our evaluation. Section 5 defines the pa-
rameters and metrics relevant to enterprise telephony that
were used in the tests. Section 6 gives a brief description of
the hardware and software platform and presents the results
of the evaluation. Section 7 concludes the paper.

2. VIRTUALIZATION
Many enterprises are finding that they have a lot of servers
doing either a specific task or a combination of small tasks,
hence under-utilizing the processing power of these servers.
Virtualization is becoming popular as it allows to run multi-
ple virtual servers on a single physical machine. The consol-
idation of multiple servers on a single machine helps reduce
the cost, space and power consumption.

There are a number of vendors providing virtualization so-
lutions such as KVM [1], VMware [2], Xen [3], Microsoft’s
Hyper-V [25] to mention a few. This study was done using
Xen, a popular open source virtualization solution.

Figure 1 shows the Xen Virtual Machine Monitor and its
components. The Xen hypervisor has the highest privilege
level and interacts directly with the hardware at the lowest
level. The Xen Domain called Dom0 and Guest Domains
called DomU reside above the hypervisor. Dom0 is a special
purpose domain that is created at boot time and is allowed
to access the control interfaces of the hypervisor. Dom0
is responsible for creating/terminating the guest domains
through the control interface. The DomU’s OS runs at a
lower privilege level than Dom0 OS.

The hypervisor virtualizes the physical resources such as
CPUs, memory, and I/O devices for the guest domains.
Most of the non-privileged instructions can be executed by



the guest domains natively without the intervention of the
hypervisor. However, the privileged instructions will gener-
ate a trap into the hypervisor. The hypervisor validates the
request and allows it to continue.

As the I/O devices are shared across all the guest domains,
the hypervisor controls access to them for each and every re-
quest. Xen provides a split device driver model where each
I/O device driver runs in Dom0 and is known as the backend
driver. The guest domain has the frontend driver that com-
municates with the backend driver via shared memory. The
packets coming from the guest domain are written to the
frontend driver in that domain. The frontend driver copies
the packets to the shared memory. The backend driver in
Dom0 picks up the packet and passes it through the real
network drivers in Dom0 to the physical network interface
via the hypervisor. This split I/O model needs changes to
be made to the guest OS. In Xen, this type of deployment
is called para-virtualization.

In addition, Xen allows deployment of the guest OS without
any modification. This type of deployment is called Hard-
ware Virtual Machine (HVM). The I/O support for the un-
modified guest OS is provided via an emulated device driver
in Dom0. The HVM device driver communicates directly
with the emulated device driver in Dom0. However, the
HVM needs to be scheduled each time it needs to communi-
cate with the Dom0. In addition, the emulated device driver
needs to be scheduled when it wants to pass the packets to
the Dom0 network driver. So there is an additional level of
indirection leading to poor I/O performance in HVMs [26].
Additionally, the overheads due to the emulation itself are
very high.

Figure 1: The Xen Virtual Machine Monitor
(VMM)

3. ENTERPRISE IP TELEPHONY
An enterprise IP communication system deploys several com-
ponents to provide the telephony services for the end-users.
The main components are (i) call server, (ii) media servers
or gateways, and (iii) a number of telecommunications end-
points. The call server, also known as the signaling server,
is the brain of the enterprise communication system. It per-
forms various tasks such as end-point registration, deregis-

tration, address translation, and call control. A single call
server can control multiple media servers/gateways and end-
points. The media server provides the mapping and transla-
tion between different IP and telephony networks such as IP
end-points or PSTN phones. One of the main functions of
the media server is to convert the media stream supported
by these networks e.g. G.711 speech into G.729 speech and
vice versa. The media gateway is also responsible for sup-
port services such as echo cancellation and tone generation.

Figure 2 shows an enterprise IP telephony system that sets
up and controls voice conversations between end-points such
as IP phones. Once the call is setup the voice conversation
is carried over Real-Time Transport Protocol (RTP) [27]
between the endpoints.

Figure 2: An Enterprise IP Telephony System

4. MODELING ENTERPRISE IP
TELEPHONY WORKLOADS

In order to accurately model real-world workloads in tele-
phony environments, we define the characteristics of the ap-
plications that comprise the enterprise telephony workload.
As mentioned in Section 3, the key components of an enter-
prise telephony system are the signaling servers, the media
servers and the clients. We defined a suite of applications
that closely model the behavior of these three components.
We mapped the operations of each server/client in terms of
its three basic components - CPU, I/O and disk - and mod-
eled a similar behavior of those components in our applica-
tions. We did not use the actual servers in our experiments
to avoid being implementation-specific and to also allow tun-
ability in terms of the various basic operations (e.g. compute
time per stream, I/O behavior etc). Figure 3 gives an over-
all picture of how the application suite was deployed in our
tests. The details of each of these components and their
models are as follows:

• Media Server:

The job of the media server component is to handle in-
coming media streams from clients, process them and
forward them to the terminating clients. The process-
ing of each packet of the stream may involve functions
like transcoding, jitter buffer manipulation, echo can-
cellation, tone detection, etc. We modeled this appli-
cation with a pool of threads that serviced incoming
client streams. Each thread picked up a packet from
an incoming stream, performed some computation on
it and then relayed the packet to another client. This
media server model application was hosted in a single



Figure 3: Modeling Enterprise Telephony Work-
loads

virtual machine (VM). Henceforth, in this work, we
will refer to this VM as the Media VM which will be
the focus of our performance evaluation.

• Signaling Server:

Another key component of an enterprise telephony plat-
form is the signaling server whose main function is call
control. In addition to basic functions like setup and
teardown, this component also provides more complex
features like transfer, hold, multi-party calling etc. We
modeled this application by driving it with traffic that
was equivalent to a call setup/teardown traffic (around
10 packets per call setup and teardown). The appli-
cation also performed some basic computation and in-
voked some disk I/O operations. The signaling server
application was hosted in a separate virtual machine
which we refer to as the Signaling VM.

• RTP Clients:

Real-Time Transport Protocol (RTP) [27] is the most
common protocol for carrying media between IP end-
points. Our IP endpoints were modeled by client ap-
plications generating RTP traffic over UDP transport.
We chose a 20 milliseconds packetization interval for
the voice streams. Hence, each stream resulted in a 172
byte UDP payload packet every 20 msecs. The client
application attached a timestamp to each packet (hid-
den in the RTP payload) before the packet was sent
on the network. The receiving client application in-
terpreted this timestamp and also generated a times-
tamp for each packet on arrival. The time stamps on
the packets were used to calculate the round trip time
(RTT) for packets. In order to avoid time synchroniza-
tion issues, the sending and the receiving client for a
given stream were deployed on the same machine. Se-
quence numbers in the RTP payload were used to de-
tect lost or dropped packets. RTP clients were hosted
on several machines distributed across the network,
with each machine contributing upto 200 RTP streams.

4.1 Deployment Scenarios
Our study targets two typical scenarios for deployment of
enterprise telephony platforms. The two scenarios are de-
scribed briefly below. A more detailed exploration of the
two scenarios is given in Section 6. In both deployment
scenarios, the experimental focus is on understanding the
performance of the media VM.

• Mixed Workload Deployments
A very common deployment scenario is where an ex-
isting virtualization infrastructure is already deployed
within an enterprise. The enterprise telephony servers
(e.g. the Media VM and the Signaling VM) are dis-
tributed as virtual appliances or virtual disk images
that are given to the customer to deploy within the
existing infrastructure. These server VMs will have to
co-exist with other virtual machines already running
on the host machine. We define this case as the Mixed
Workload Deployment scenario. We model the extra
workload on the host system through the addition of
one or more CPU-intensive VMs. In this case, the tele-
phony applications will require some guarantees from
the environment, as they may share the execution envi-
ronment with other workloads that may interfere with
their resource (CPU, disk, I/O) usage. It is very im-
portant to study the implications of deploying tele-
phony workloads in mixed workload environments, so
that a vendor can clearly specify what kind of guar-
antees the application needs from the host machine
and what parameters should be tuned to achieve those
guarantees.

• Turnkey Deployments
The second deployment scenario is when the telephony
applications are deployed on a dedicated server plat-
form. In this case it is important to extract the best
performance from the virtualized environment and there-
fore, to understand the hardware and software config-
urations that will deliver optimal performance for such
applications. This will be the focus of the experiments
evaluating this scenario. We call this scenario Turnkey
Deployment.

5. PARAMETERS AND METRICS
In order to evaluate the performance of enterprise telephony
applications, we identified some critical parameters and met-
rics based on the nature of these workloads.

5.1 VM Configurations and Parameters
Three key parameters have the potential to affect perfor-
mance of our workloads: (a) the VMM scheduler, (b) CPU
configurations, and (c) device and network configurations.
We evaluate our workloads with respect to these parame-
ters.

5.1.1 Credit Scheduler Parameters
Credit-based scheduler [28] is the default scheduler used in
all recent versions of Xen. It is fairly configurable and allows
for flexibility in terms of coarse grained VM priorities by
allowing the user to specify two parameters, weights and
caps, for each virtual machine.



1. Weights: Each VM is allocated credits by the sched-
uler based on its weight. The scheduler allows the user
to specify weights for VMs based on how much share
of the CPU needs to be given to a particular VM. The
default value of weight for each VM is 256. In each
scheduling interval, a virtual machine is allotted time
slices in proportion to its weight. In each account-
ing interval (smaller than a scheduling interval), the
weight of each VM is updated based on the time slice
it used during that interval. By giving higher weights
to Media and Signaling VMs we can ensure that the
media and the signaling server applications get a good
share of the CPU.

2. Caps: Consider the case when the credit scheduler has
a VM which has exhausted its credits in the current
scheduling interval but still has some work to do. If the
CPU is idle (i.e. there are no other higher weight VMs
waiting to be scheduled in that interval), by default,
the credit scheduler will let the VM use the extra slices
from the available CPU. This is called work-conserving
mode for the scheduler. However, the scheduler also
provides a parameter called caps to prevent a virtual
machine from utilizing more than its share of CPU.
Setting the value of cap to 1 for a VM informs the
scheduler that the VM should not be given CPU over
and above its weighted share. However, it is non-work
conserving and may lead to wasted CPU resources.

5.1.2 CPU Configurations
Xen provides custom CPU resource management by allow-
ing each virtual machine to have one or more virtual CPUs
(vCPUs). On a single core machine, there is not much ad-
vantage to giving more that one virtual CPU to a virtual
machine. However, in a multi-core CPU environment, giv-
ing multiple vCPUs to a virtual machine allows the VMM to
parallelize the execution of that VM by assigning different
vCPUs to multiple cores. A vCPU can also be pinned to a
particular core.

We can pin a VM (and its vCPUs) to one or more physi-
cal CPUs using VM pinning. This may allow the cache to
remain warm for a certain VM, but at the same time may
result in less than optimal system utilization as there may
be unused cycles that other VMs cannot utilize if they are
pinned away from this CPU. Pinning can be used to set up
the system for evaluating the impact of cache affinity on
VMs that share data and code.

5.1.3 Network and Device Configurations
1. Directed I/O emulated through VMM bypass

As shown in Figure 1, the default network device con-
figuration in Xen 3.2.1 has all device drivers residing
in the privileged driver domain - Dom0. All network
I/O operations require the involvement of the VMM
and the Dom0. This leads to Dom0 being a bottleneck
for systems with heavy I/O demands. The heavy re-
liance on Dom0 may lead to degraded performance for
Media VM which is heavily I/O intensive. A technique
called directed I/O presents a secure way to allow guest
VMs access to the NIC via IOMMU [29]. However,
support for this technique is not fully implemented in
the current hardware/OS. VMM bypass [20], a device

configuration that allows time-critical I/O operations
to be carried out directly in guest domains, is avail-
able in current systems and allows us to evaluate the
performance benefits of directed I/O. In this config-
uration, network I/O operations do not require the
involvement of the VMM and/or Dom0. The guest
domain is granted direct access to the network inter-
face card (NIC). The domain directly loads the device
driver that controls the NIC.

2. Interrupt Coalescing

A very common source of bottleneck for high speed I/O
is the number of interrupts the receiving OS has to pro-
cess. During normal operation, each received packet
generates an interrupt which is handled by the device
driver. Context switches and interrupt handling lead
to significant CPU resource being consumed. Interrupt
coalescing is a feature of the latest network-interface
cards that allow us to wait until several packets have
been received before an interrupt is generated. This
prevents the host from being flooded with too many
interrupts and lowers the CPU utilization. A timer
starts when the first packet arrives. The interrupt can
be delayed for n microseconds or until m packets ar-
rive, where n and m are configurable parameters of the
NIC. Note that while interrupt coalescing lowers CPU
overhead, it also increases the delay in delivering the
packet to the application.

5.2 Key Performance Metrics
Due to the real-time nature of media streaming, most media
applications use UDP as their transport protocol. However,
UDP does not give any packet delivery guarantees and in
adverse network/host conditions can create packet losses.
Media (i.e. voice and video) quality is very susceptible to
packet losses and degrades significantly with losses. Packet
delays in the network and/or the host also create additional
quality issues with media. Hence, packet loss and delay are
the two key metrics that we aim to evaluate and minimize
in our experiments.

6. EXPERIMENTAL RESULTS
In this section, we first describe the hardware and software
platform built for the experiments. Then we discuss the
experimental configuration and the results.

6.1 Hardware and Software Platform
The choice for the hardware platform was based on real-
world hardware configurations that are typically chosen for
deploying telephony infrastructure and VoIP applications
such as media and signaling servers. A Dell server was cho-
sen for our experiments. It had an Intel quad-core Xeon
processor with each core running at 1.6 GHz, 4Gbytes of
RAM and two 1 Gb NIC cards.

The open-source Xen 3.2.1 hypervisor was used as the Vir-
tual Machine Monitor for our experiments. We used the
default SMP credit scheduler in Xen, as this is the scheduler
that will be supported in future releases, and is optimized
for SMP performance. The sedf scheduler [30] provides finer-
grained allocation of time slices and lets the real-time ap-
plications have a better control of how time is allotted to



Figure 4: Reading the Graphs

them. However, future support for sedf is not guaranteed
and hence we chose to the use the credit scheduler and tune
its parameters to our requirements. Hardware Assisted VMs
(HVM) have been shown to have poor I/O performance [26]
and since our applications were I/O intensive we chose to
deploy them on para-virtualized VMs. The VMs ran para-
virtualized Linux 2.6.18.

As discussed in Section 4.1, our experiments were performed
for two deployment configurations while varying parameters
described in Section 5.1. For all these experiments the credit
scheduler in Xen 3.2.1 was used. The Media VM was given
2 vCPUs in order to exploit parallelism when running on
more than 1 core. Other VMs were given a single vCPU
each. Since the machine had 4 physical cores, by default
Xen assigns 4 vCPUs to Dom0, so that it has the ability to
use all the cores. The Media VM and the Signaling VM were
each assigned 1GB of memory. Dom0 was given the residual
memory (which was different for the two deployment sce-
narios) after the other VMs had been assigned their memory
quotas. The graphs for the experiments show boxplots of the
packet delays in milliseconds and also show the percentage
of packets lost during the experiment. Figure 4 shows how
these graphs should be interpreted. The X-axis gives the ex-
periment set. Experiment N on the X-axis gives the results
for native Linux. Experiment D gives the results when all
parameters are set to their default values on the virtualized
platform. The configurations for the rest of the experiments
are either self-evident from the axis tag or are explained in
the table below the X-axis. The Y-axis gives the delay val-
ues in milliseconds. The boxplots give the variance of delay
(details are as shown in the figure). The number below the
boxplot gives the percentage of packet loss experienced by
the media streams in the experiment.

6.2 Experimental Methodology
Our experiments are targeted at first understanding the im-
pact of each parameter like the scheduler, I/O etc. on the
performance of media streams and then applying this knowl-
edge to tune the parameters for each deployment scenario.
The methodology we used for experimentation is shown in

Figure 5: Experimental Methodology

Figure 5. The top part of the figure shows how the mixed
workload environment is used to understand the impact of
each individual parameter. The bottom half of the figure
shows how the turnkey deployment scenario is evaluated.
While choosing the hardware for deploying a turnkey solu-
tion, one of the key criteria used by vendors is that the hard-
ware should be cost-effective, i.e. have sufficient resources to
meet the application demands at the lowest cost possible.
Our aim while studying the turnkey scenario was to find the
minimal set of resources needed for our workload. In this
scenario, we start with a fully provisioned system and then
reduce the processing power to find the optimal process-
ing power needed for meeting the demands of the workload.
The knowledge obtained from the previous experiments was
applied here to get the best possible performance from the
limited resources available.

6.3 Mixed Workload Environments
We first evaluate the mixed workload deployment environ-
ment. This environment emulates the scenario where enter-
prise telephony servers are deployed in a pre-existing virtu-
alized platform and they may coexist with other virtual ma-
chines on the platform. In addition to the Signaling VM and
the Media VM, our mixed workload environment consists of
two CPU-bound VMs that model other workloads coexisting
with our enterprise telephony VMs. The CPU-bound VMs
run highly compute-intensive tasks in between small idle pe-
riods. The CPU-bound VMs were given 512MB of memory
each and Dom0 was assigned the residual memory, which
in this case was 1 GB. With this configuration of 4 virtual
machines (the Signaling VM, the Media VM and 2 CPU-
bound VMs), we tune parameters specified in Section 5.1
individually and study the impact of each parameter on the
packet loss and the delay suffered by the packets processed
by the Media VM. Note that similar study was done for the
packets handled by the Signaling VM. However, the focus
of this study is the media path and hence the results for the
other VM are not presented here. All these configurations
were tested with 800 media streams being sent to the Media
VM and an equivalent signaling load for call setup on the
Signaling VM.



The tests were first run on a native Linux configuration (N)
where each server was run as a separate application process
on the same OS. Native Linux was able to handle the load
of 800 streams with minimal delays (less than 0.5 msecs)
and 0% packet loss. It is important to note that in the
results presented in the subsequent sections, since the end-
points were on the same high-speed LAN, all delay and loss
numbers shown in the experiments are effectively that of the
server deploying the applications. Also note that although
the loss numbers of 1-2% may seem low, it is unacceptable
for a server itself to induce losses of this magnitude.

6.3.1 Weight Configurations
The credit-based scheduler in Xen 3.2.1 uses a notion of
weights associated with each VM to decide what proportion
of the CPU will be given to the VM. In our experiments the
weights of the Media VMs and Dom0 were increased to im-
prove performance. In general it was observed that keeping
Dom0 and the Media VMs at higher weights than the CPU
bound VMs gave reasonably good performance with mini-
mal losses. Figure 6 gives the results for various experimen-
tal configurations. Weights of 1024 (1K) , 4096 (4K) , 8192
(8K) and 65535 were evaluated for Dom0. Experiment set
2.i gives the Media VM the same weights as Dom0, Experi-
ment set 3.i gives half the weight of Dom0, and Experiment
set 4.i gives quarter of the weight of Dom0. The CPU bound
VMs were given the default weight of 256. The results show
that higher weights being given to the Media VM and Dom0
is important for streaming data and helps reduce the delays
and losses suffered by the streaming data. Experiment 4.1
shows the significant impact that weights have on perfor-
mance. In this experiment, Dom0 has a weight of 1024 and
the Media VM is at quarter the weight of Dom0 which com-
putes to 256. Since the weight of the Media VM is equal to
the default (and hence equal to the weight of CPU-bound
VM), we observe that the Media VM does not get enough
resources and incurs higher delay and packet loss.
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Figure 6: Effect of VM weights. Configuration C.i

has Dom0 weights as 1K, 4K, 8K, and 65535 for i =
1, 2, 3, and 4 respectively.

6.3.2 Cap Configurations
Next, we evaluate the impact of the credit scheduler’s cap
parameter. In this set of experiments, we cap various vir-
tual machines and see the impact on the delay and losses.
Figure 7 gives the results of the experiments. Experiment
set 2.i caps each of the four VMs. Note that the weights of
the VMs were left at default values (256) and only the cap
parameter was tweaked for this set of experiments. Exper-
iment 2.1 and 2.4 cap both CPU-bound VMs and a single
CPU-bound VM respectively and yield similar results. For
our workload, capping one CPU VM was enough to bring
the packet loss down to 0. As expected, capping Dom0 (Ex-
periment 2.2) and the Media VM (Experiment 2.3) gives
very bad results with packet losses as high as 90%. A cap of
any of these two VM results in the VMs not being scheduled
often enough and hence the receive and transmit buffers fill
up and packets get dropped. Experiment set 3.i and 4.i

study the combined effects of caps and weights. The CPU-
bound VMs are capped and weights of Dom0 and the Media
VM are increased. Results indicate that for our workloads,
capping CPU-bound VMs is enough to achieve 0% packet
loss. We do not need to additionally adjust the weights of
the VMs.
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Figure 7: VM Cap Configurations

6.3.3 Pinning Configurations
In these configurations, VMs were pinned to specific cores
to evaluate if it would help the Media VM perform bet-
ter. Reserving resources for the Media VM by pinning cores
may give better quality of service to the streaming data at
the cost of less than optimal overall CPU utilization. The
weights of all VMs for these experiments were kept at the
default value of 256.

Figure 8 shows the results for various experimental configu-
rations. As observed in Experiment set 2.i, pinning Dom0 to
fewer cores impacts both the packet loss and delay numbers
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Figure 8: VM Pinning Configurations

negatively. When Dom0 has only one core available (Exper-
iment 2.1), the packet losses are as high as 45%. As stated
in Section 2, Dom0 is the driver domain that performs I/O
on behalf of all VMs and hence needs access to more CPU
resources for handling each incoming and outgoing packet in
a timely manner. The best result for our workload is seen
when Dom0 is allowed to float on all 4 cores in order to use
as much CPU as possible on any available core. Experiment
3.1 shows that limiting CPU bound VMs to a single core
frees up cores for the Media VM and Dom0 and the best re-
sults for this experiment set 3.i are obtained under this con-
figuration. Experiment 4.1 shows that when Dom0 shares
cores with CPU-bound VMs, it gets starved for resources
and that leads to bad overall performance. In conclusion,
pinning the Media VMs to cores improves performance as
long as enough cores are available. Additionally, the perfor-
mance of the Media VM depends heavily on the availability
of resources for Dom0.

6.3.4 CPU Affinity Configurations
Packets received and/or transmitted by the Media VM tra-
verse through the drivers in Dom0. Packet buffers are ex-
changed between the Dom0 and the Media VM during this
process. We wanted to evaluate the theory that a shared
L2 cache between these two domains may help improve the
performance. The processor on our hardware had two L2
caches, with one L2 cache shared by cores 0 and 1 and the
other L2 cache by cores 2 and 3. In order to study the im-
pact of possible sharing of L2 cache by Dom0 and the Media
VM we performed a set of pinning experiments. The results
of the experiments are given in Figure 9.

Experiment D is the default case with default weights of 256
and no pinning of VMs. In Experiment 1.1, Dom0 and Me-
dia VM were pinned to cores 0 and 1 to exploit any possible
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Figure 9: Evaluating CPU Affinity between VMs
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Figure 10: Interrupt Coalescing Experiments

benefits that may arise from cache sharing. In Experiment
1.3, we pinned the two VMs on cores that did not share any
L2 cache. As seen from the graphs, cache sharing did not
yield any noticeable improvement in performance. Experi-
ment set 2.i repeats the same experiments but without any
CPU-bound VMs. No noticeable change in performance was
observed in this set. In general, performance of I/O bound
VMs did not improve significantly even in cases where Dom0
and the Media VMs shared the same cache, i.e. the VMs
were pinned to the same 2 cores. This result may also have
been impacted by the fact that Dom0 was restricted to less
than the maximum available cores and hence did not have
enough resources available. Therefore, we can also conclude
that allocating more resources to Dom0 was more important
than having it share the cache with the Media VM.

6.3.5 Interrupt Coalescing Configurations
Interrupt coalescing is a feature of new NICs that allows us
to delay the interrupt delivery to the processor. For high
frequency I/O scenarios (like the media server), this could



potentially help reduce the overall processing per packet.
By default, every time a packet is received, an interrupt is
delivered to the CPU for packet processing. If the packets
are batched before an interrupt is delivered, it will reduce
the CPU overhead associated with context switching and in-
terrupt delivery. The default configuration for our NIC was
interrupt delivery for every packet. We tried configurations
of 40µs or 3 packets and 80µs or 6 packets. This meant that
the CPU would be interrupted once every defined time-slice
or when x packets were received, whichever is earlier. We
observed that while the overall delay increased due to hold-
ing back the packets, there was only a marginal improvement
in packet loss numbers. Figure 10 shows the results of these
experiments.

6.3.6 Summary of Mixed Workload Experiments
In summary, it was observed that although the performance
of media streams with native Linux was good, when de-
ployed within the Xen virtual environment it did not meet
the media quality requirements. The performance of Me-
dia VM with respect to handling streaming packets was im-
proved by a combination of one or more of the following
techniques: (a) increasing the weight of Dom0 and Media
VM with respect to the CPU-bound VMs, (b) putting a cap
on the CPU-bound VMs, and (c) pinning CPU-bound VMs
away from Dom0 and Media VMs and limiting them to one
or two cores.

There were no visible improvements with cache affinity con-
figurations or interrupt coalescing. The key observation
from the experiments was that there is a heavy dependence
of the Media VM on Dom0 as Dom0 needs to do the ac-
tual I/O on behalf of other VMs. Therefore, Dom0 can be
a bottleneck and needs ample resources for I/O intensive
workloads. Even in that case Dom0 can become a potential
bottleneck as it hosts all the physical drivers.

6.4 Turnkey Deployment
In the turnkey environment, a dedicated server is used to
host the virtualized telephony applications. In this case, the
load capacity of the virtualized infrastructure is measured in
terms of the number of concurrent streams that the Media
VM needs to support. As discussed in Section 4, a heav-
ily I/O intensive VM is used to emulate the media server
and a light I/O bound VM to emulate the signaling server.
Besides these two VMs, there were no other competing vir-
tual machines on the platform. The Media VM was allo-
cated 2 vCPUs. The loads were varied from 120 concurrent
streams to 720 concurrent streams. These loads are typical
of a medium capacity enterprise deployment. The Signaling
VM was loaded with traffic equivalent to 10 calls per second
to 60 calls per second. The load on the Signaling VM was
calculated based on a call hold time of 60 seconds and 10%
of calls being processed by the media server. For other calls
media was shuffled directly between the two endpoints. In
these experiments, we used our understanding of the results
from the mixed workload experiments and tuned the param-
eters that we found relevant from that experiment set to get
the best performance for the turnkey deployment scenario.

6.4.1 4-Core Deployment
In this configuration, all 4 cores were used to deploy the two
VMs (the Media VM and the Signaling VM) with the loads

varying from 120 streams (10 calls per sec for the Signaling
VM) to 720 streams (60 calls per sec for the Signaling VM).
Figure 11 shows the results of the experiments. It was ob-
served that the performance was good and that it was an
over-provisioned system as ample resources were available
for the Media VM. Thus for our workloads, which model
a medium capacity enterprise deployment, the results were
favorable with a 4-Core system.
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Figure 11: 4-Core Turnkey Configuration

6.4.2 2-Core Deployment
As was seen in the 4-Core deployment, there were ample re-
sources to host the turnkey solution. In order to understand
the hardware requirements of the two applications, we then
limited the configuration to two cores. We ran experiments
with 720 concurrent streams (with 60 calls per second load
on the Signaling VM) and adjusted weights and pinning con-
figurations to get the most optimal result from the limited
hardware. Figure 12 shows the results of the experiments.
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Figure 12: 2-Core Turnkey Configuration

Experiment D gives the default configuration running on
two cores. As can be seen from the graph, there are heavy



packet losses (about 19%) and high delays. Pinning the
Media VM and Signaling VMs away from each other (Ex-
periment 1.1) further degrades the result, since the Media
VM is only allowed to use resources from 1 core. Giving
higher weights to Media VM as compared to the Signaling
VM (Experiment set 2.i) does not have any positive effect
on the performance. This was clearly an under-provisioned
system. Two cores were not enough to meet the processing
demands imposed by 720 concurrent media streams.

6.4.3 Emulating Directed I/O through VMM Bypass
Since the 2-Core hardware configuration was found to be
highly limited in terms of processing resources and per-
formed very poorly in terms of packet loss and delays, we
tried to eliminate some of the extra processing needed at the
Dom0 for each packet by giving the Media VM direct access
to the second NIC card through a technique called VMM
bypass [20]. The next configuration that was evaluated was
the same configuration as the 2-Core deployment but with
VMM bypass turned on for the second NIC. In this configu-
ration the second NIC card was hidden from Dom0 and the
Media VM was given direct access to the card. This led to
a significant improvement in performance. Figure 13 shows
the results of the VMM bypass experiments.
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Figure 13: 2-Core Turnkey Configuration with
VMM Bypass

It can be observed that Experiment 1.1, which used VMM
bypass for I/O for the Media VM, gave a significant im-
provement in both packet loss and delay over Experiment D
(which is the same as the 2-Core default configuration with
720 concurrent streams in Figure 12). Adjusting the weight
of the Media VM (Experiment set 2.i) resulted in further
improvement with nearly zero percent packet loss even for
the limited 2-Core hardware configuration.

6.4.4 Summary of Turnkey Deployment Experiments
In conclusion, the turnkey deployment experiments showed
that a 4-Core system performed well under the workloads
needed for a small to medium-sized enterprise. In case of a

2-Core deployment, VMM bypass for I/O where the Media
VM was given direct access to a network card, gave signif-
icant improvement in results which were improved further
by increasing the weight assigned to the Media VMs.

7. CONCLUSIONS
Server consolidation using virtualization is gaining signifi-
cant adoption in data centers. The deployment of enterprise
telephony solutions in virtualized environments is of inter-
est to reduce the footprint and to provide energy efficient
solutions. However, the near real-time requirements of en-
terprise IP telephony applications pose unique challenges for
deploying such applications in virtualized environments.

In this work we first modeled a medium-scale deployment
of an enterprise IP telephony workload. We identified two
typical scenarios for the deployment of enterprise telephony
servers under virtualized environments: Mixed Workload de-
ployment and Turnkey deployment. We then developed a
methodology of evaluating these deployments by identify-
ing key scheduler parameters and metrics for evaluating the
performance of the near real-time requirements of the Media
VM. The three key parameters (a) the VMM scheduler, (b)
CPU configuration, and (c) device and network configura-
tions were tuned to minimize the packet losses and delays
incurred by the media streams. We performed various ex-
periments to clearly understand the impact of these param-
eters on I/O performance. We identified configurations that
proved to give optimal performance against the default or
bad configurations.

Our observation is that the para-virtualized model of VM
deployment is best suited for enterprise IP telephony ap-
plications. Further, we observe that while accommodating
enterprise IP telephony, especially media applications, in a
virtualized setup can be challenging, with appropriate tun-
ing, it is possible to get reasonable performance for medium
scale deployments. Xen provides sufficient tunability. How-
ever, care is required to choose appropriate parameters. In
addition, in some instances, direct I/O access to the guest
domain is essential to get acceptable performance and no
amount of scheduler tuning can mitigate the I/O effect. In
particular, our observations show that (i) Dom0 is a critical
component and needs sufficient CPU resources for handling
requests on behalf of all the VMs in a timely manner, (ii)
increasing the weights of Dom0 and Media VM with respect
to CPU-bound VMs gave reasonably good performance with
minimal losses, (iii) pinning the CPU-bound VMs away from
the Dom0 and Media VMs improves I/O performance, (iv)
capping the CPU-bound VMs to strictly allow usage of only
their allocated share of resources gave better results, and (v)
VMM bypass configurations show great improvements over
the traditional I/O model.

To our knowledge, this is the first time that an enterprise IP
telephony workload was developed and evaluated in a virtu-
alized environment. We believe that the results of this work
will be very useful for telecommunication solution providers
who wish to deploy their applications in virtualized envi-
ronments. It will serve as a guideline for IT managers and
help them deploy their IP telephony applications in mixed-
workload environments as well as turnkey deployment envi-
ronments. This work also provides feedback to VMM tech-



nology developers about possible areas of I/O performance
improvement and how VMMs perform with near real-time
workloads. Recently, there has been a significant amount
of research and development to improve I/O performance in
VMMs and our results should provide useful data to advance
this effort.
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